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Abstract 

Personal profiles on social network sites have become an 
important tool for social evaluation  that is, assessing pro
file owners’ characteristics (e.g., personality traits, narcis
sism, physical and social attractiveness). The present study 
is one of the first to examine how users’ trustworthiness is 
evaluated by naïve observers based on information con
tained in Facebook profiles, or profile cues. Drawing on un
certainty reduction theory, warranting theory, and hardwired 
perceptions of facial displays, we propose a framework that 
identifies cues associated with trustworthiness in Facebook 
profiles. Results show that six profile cues (number of 
friends, number of tagged photographs, number of “about 
me” categories filled out, number of comments and “likes” 
received from friends, and smiling profile photographs) ex
plained about a third of the variance in Facebook users’ per
ceived trustworthiness. Number of friends had a curvilinear, 
U shaped effect on trustworthiness perceptions, with an in
flection point at about 500 friends. That is, trustworthiness 
decreased as number of friends increased up to 500, and 
then trustworthiness increased as number of friends in
creased beyond 500. Theoretical and design implications of 
the findings are discussed. 

 Introduction

Personal profiles on social network sites, such as Face-

book, are rich repositories of personal information. Profile 

owners disclose their activities, hobbies, and interests in 

the “about me” section; present their physical selves 

through photographs; post revelations about their everyday 

thoughts via “status updates;” and usually allow their 

friends within the system to contribute comments and 

“likes” (i.e., one-click indicators of support and encour-

agement) to their profiles (Ellison and boyd 2013). This in-

formation is actively scrutinized by others, a phenomenon 

labeled ‘social surveillance’ (Joinson 2008), and used to 

form impressions of the profile owners (Gosling, Gaddis, 

and Vazire 2007). Indeed, a growing body of research 

demonstrates that profile information is used by observers 

to evaluate profile owners’ characteristics, such as narcis-
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sism (Buffardi and Campbell 2008; Mehdizadeh 2010; 

Ong et al. 2011), personality traits (Gosling et al. 2007; 

Hall, Pennington, and Lueders 2013), physical and social 

attractiveness (Walther et al. 2008), and popularity (Utz 

2010).  

This line of research has been particularly interested in 

how information contained in the profile, or profile cues, 

shapes interpersonal impressions. On what cues do observ-

ers rely to evaluate profile owners’ characteristics? For in-

stance, research shows that extroversion is gauged from 

cues such as the number of friends, unique number of 

friend comments, and “likes” (Hall, Pennington, and 

Lueders 2013). Similarly, narcissism is extracted from cues 

such as the attractiveness of the main profile photograph 

and the quantity of social information captured on the pro-

file wall (Buffardi and Campbell 2008).  

The goal of the present study is to extend this literature 

by examining how profile owners’ trustworthiness is eval-

uated based on profile cues. Trustworthiness is an essential 

interpersonal judgment, with important consequences for 

relationship development. Perceived trustworthiness is 

used to determine whether to approach or avoid others, 

disclose information to them, or pursue personal or profes-

sional relationships with them (Rotter 1980). Extant re-

search has investigated the dynamics of trust formation in 

several online environments, such as instant messaging 

(Zheng et al. 2002), video-conferencing (Bos et al. 2002), 

online dating (Toma 2010) and Twitter (Morris et al. 

2012), but less so on Facebook. When it comes to Face-

book, one study has found that naïve observers demon-

strate high ability to distinguish real Facebook profiles 

from Sybil profiles (i.e., fake accounts used to spread spam 

and malware) (Wang et al. 2013). However, to the best of 

our knowledge, no research to date has examined the pro-

file cues on which observers rely to gauge real individuals’ 

trustworthiness based on their Facebook profiles.  

Such an examination has important theoretical, practical, 

and design implications. One of the vital goals of theories 

of impression formation is to understand how people pro-

cess available information to make sense of others (Gos-

ling, Augustine, and Vazire 2011). Social network sites 

such as Facebook provide access to previously unavailable 
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or difficult to obtain personal information, collated into 

one centralized, easily accessible location. This infor-

mation is presented in multiple modalities (i.e., textual and 

photographic), is generated by multiple sources (i.e., the 

self-presenter and friends), and is often copious in quantity. 

Before the advent of Facebook, it would have been ex-

tremely difficult to observe, in an unobtrusive manner, how 

a person talks to a wide range of her friends, how much at-

tention she receives from her social circle, and how much 

she discloses about her activities, preferences, and daily 

musings. By the same token, it would have been impossi-

ble to review this information at leisure, going back and 

forth between pages of written documentation. By virtue of 

being an unprecedentedly rich and diverse container of 

recorded information, Facebook profiles can provide new 

theoretical insights into how people utilize information for 

evaluating others’ trustworthiness.  

Research shows that trustworthiness judgments tend to 

be made in the beginning stages of relationships, when in-

formation is scarce and uncertainty is high (Flanagin 2007; 

Larrimore et al. 2011). For this reason, we focus in this 

study on how unacquainted observers (i.e., strangers) as-

sess Facebook profile owners’ trustworthiness (see 

Buffardi and Campbell 2008; Gosling, Gaddis, and Vazire 

2007; Hall, Pennington, and Lueders 2013, for a similar 

approach). This focus has practical relevance. Although 

Facebook users increasingly use privacy settings to restrict 

outsiders’ access to their profiles (Liu et al. 2011), they 

frequently friend strangers or de facto strangers (e.g., 

friends of friends, people they only met once). A recent 

survey shows that the largest category of Facebook friends, 

accounting for about a third of all friends, is that of de fac-

to strangers. Furthermore, 4% of all Facebook friends are 

complete strangers (Manago, Taylor, and Greenfield 

2012). Thus, strangers do have the opportunity to ascertain 

others’ trustworthiness based on Facebook profiles in eve-

ryday practice.  

In particular, Facebook profiles can be a source of in-

formation about the profile owners’ trustworthiness in con-

texts where trustworthiness is especially important, such as 

friendship initiation, roommate identification, and job ap-

plicant assessment. Research shows that college under-

classmen, who likely have limited social connections at 

their new campus, friend strangers from the college net-

work in order to strike friendships. Based on Facebook in-

teraction, they then decide whether to migrate the relation-

ship to the face-to-face realm (Ellison, Steinfield, and 

Lampe 2007). Although no empirical research yet exists on 

this topic, the popular media has reported on trends for in-

coming college freshmen to use Facebook to identify fu-

ture roommates at their university (Farrell 2006; Lewin 

2006). Finally, employers sometimes request access to Fa-

cebook users’ profiles in order to determine their suitability 

for the job (Smith and Kidder 2010). In all these applied 

contexts, it is pivotal to understand how people utilize Fa-

cebook profile information to establish the trustworthiness 

of potential relationship partners.  

Finally, from a design point of view, understanding how 

people evaluate the trustworthiness of online communica-

tors, and subsequently designing online platforms that fos-

ter mutual trust, is a recognized challenge in computer-

mediated communication and computer-supported coop-

erative work (e.g., Bos et al. 2002; Zheng et al. 2002). The 

present examination can contribute insights into the self-

presentational elements that are likely to foster trust, and 

may therefore be incorporated in designing platforms for 

collaboration.  

In what follows, we present a theoretical framework for 

identifying profile cues that are used when evaluating Fa-

cebook users’ trustworthiness. We draw on theories from 

communication and social psychology to argue that the 

source, quantity, and hardwired connotations of certain 

profile cues should affect profile owners’ perceived trust-

worthiness.  

Facebook Profile Cues as Signals 

Self-presentation in Facebook profiles is distinctive be-

cause it represents an amalgamation of self- and friend-

generated information, is conveyed through visual and tex-

tual modalities, and is recorded for easy perusal. It is also 

notable that Facebook self-presentation is governed by an 

array of technological features that significantly shape 

what gets presented. Specifically, asynchronicity (i.e., un-

limited composition time), allows users time to ponder 

their claims and to compose them in a careful fashion. Ed-

itability allows them to revise self-presentational state-

ments, by altering or deleting them (Walther and Parks 

2002). The presence of an audience motivates self-

presenters to construct flattering and desirable profiles 

(Bernstein et al. 2013; Litt 2012). Together, these features 

work in tandem to produce profiles that are carefully man-

aged and project a flattering image of the profile owner 

(Toma, 2013; Toma and Hancock 2013).  

Given the high degree of control that Facebook self-

presenters have over their claims, observers are challenged 

to disentangle truth from embellishment and outright false-

hood, in their efforts to construct an accurate mental model 

of the Facebook self-presenter. For this reason, observers 

do not necessarily take Facebook profile content at face 

value, but approach it as signals to what the identity of the 

profile owner might be. Observers then decode these sig-

nals by making inferences about their meaning (Lampe, El-

lison, and Steinfield 2007). 

Following this reasoning, we also argue that certain pro-

file cues are viewed by observers as signals to profile own-

er’s trustworthiness. What cues should observers attend to 

when making trustworthiness assessments, out of the 

plethora of personal information available in Facebook 

profiles, and why? We argue that not all cues are created 

equal. Rather, certain cues should have greater signaling 
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value by virtue of their source, amount, and hardwired 

connotations.  

In a nutshell, the source of Facebook cues (self- or 

friend-generated) should be a primary consideration in as-

sessments of trustworthiness. Friend-generated cues pro-

vide information about how the self-presenter is viewed 

and accepted socially, a signal of trustworthiness. Moreo-

ver, friend-generated cues are less likely to be manipulated 

by the self-presenter, and hence should be perceived as 

more credible. Self-generated cues should signal trustwor-

thiness when there is a greater amount of self-disclosure, 

because this allows for uncertainty about the self-presenter 

to be reduced. Finally, smiling facial displays of the self-

presenters, via photographs, should enhance trustworthi-

ness because of hardwired associations between smiling 

and cooperativeness and friendliness. We elaborate on 

these propositions below.  

Friend-generated Cues 

Friends have the ability to contribute various pieces of in-

formation to the Facebook profile, such as photographs, 

comments, “likes,” and links to interesting pieces of infor-

mation (e.g., news articles, videos). Several of these cues 

should serve as important signals of trustworthiness, be-

cause they indicate the extent to which the profile owner is 

liked, approved of, supported, and socially integrated. Spe-

cifically, “likes” are explicit signals or endorsement and 

liking. The number of comments posted by friends on the 

Facebook wall signals the extent to which the profile own-

er is attracting social attention, feedback, and support. Fi-

nally, the total number of friends accrued on Facebook in-

dicates the profile owner’s sociability and popularity. One 

study found that Facebook profile owners with more 

friends were judged as more popular and socially attractive 

than those with fewer friends (Utz 2010). Similarly, in 

face-to-face settings, individuals who have more friends 

are judged as more kind and trustworthy (Parkhurst and 

Hopmeyer 1998).  

However, the total number of friends may not have a 

straightforward positive relationship with perceived trust-

worthiness. One study finds a curvilinear relationship be-

tween number of friends and positive social judgments 

(i.e., extraversion and attractiveness), with number of 

friends positively associated with desirable evaluations up 

to a point, and then negatively associated with them (Tong 

et al. 2008). In other words, having more friends initially 

leads to positive social perceptions, but having too many 

friends leads to negative perceptions. The reason for this 

shift could be that it is impossible to genuinely maintain 

extremely large numbers of social relationships. Therefore, 

accumulating too many friends may signal a propensity for 

superficial connections, emotional detachment, and a de-

sire to show off. For this reason, the phenomenon of accru-

ing too many friends is sometimes referred to as “friend-

ship whoring” (Donath and boyd 2004, Tong et al. 2008). 

Due to the positive connotations of having friends, but the 

negative connotations of having too many friends, we also 

postulate that more friends should increase perceived 

trustworthiness up to a point, and then decrease it. All in 

all, we postulate that: 

H1: There is a positive association between number of 

“likes” and number of comments received from friends and 

perceived trustworthiness. 

H2: There is a curvilinear, inverse U-shaped relationship 

between number of friends and perceived trustworthiness.  

Self-generated Cues 

Self-generated cues refer to traditional self-presentational 

elements, in which the self-presenter herself divulges per-

sonal information. On Facebook, this is primarily accom-

plished through photographs, status updates, and a detailed 

“about me” section. When it comes to self-generated in-

formation, we argue that the amount of disclosure is pivot-

al in engendering trustworthiness, because it signals famil-

iarity and openness.  

This idea lies at the heart of Uncertainty Reduction The-

ory (URT) (Berger and Calabrese 1975). URT proposes 

that individuals find uncertainty to be an aversive, unpleas-

ant state, because it puts them in the vulnerable and risky 

situation of not knowing how to approach a person or 

event. Therefore, individuals constantly seek to reduce un-

certainty. URT predicts that when uncertainty is success-

fully reduced, individuals experience greater affiliation 

(i.e., liking, trust) towards the new person or situation.  

Support for URT has emerged in online contexts where 

communicators evaluate strangers. On peer-to-peer lending 

websites, lengthier loan requests were more likely to be 

funded, an indicator that loaners trusted loan recipients to 

repay the debt (Larrimore et al. 2011). On EBay, products 

with longer descriptions received more bids and were sold 

at higher prices, suggesting that decreased uncertainty re-

sulted in more positive evaluations of the products and 

sellers (Flanagin 2007). Most germane to this study, online 

daters who had written longer “about me” sections were 

perceived as more trustworthy by unacquainted observers 

(Toma and Hancock 2012).  

Following URT, Facebook self-presenters who disclose 

a greater quantity of information on dimensions relevant to 

trustworthiness should be perceived as more trustworthy 

by unacquainted observers, as this increased quantity of in-

formation signals openness and predictability. We argue 

that there are three sets of self-generated Facebook cues 

that provide meaningful information about profile owners’ 

trustworthiness: the “about me” section, status updates, and 

photographs.   

First, a detailed “about me” section straightforwardly re-

veals the profile owner’s identity. By design, Facebook al-

lows users to select which categories of information they 

wish to provide about themselves (e.g., “interests,” 

“books,” “movies,”), rather than asking them to write  
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open-ended paragraphs (as is the case on online dating 

sites, for instance). Previous work shows that the number 

of such categories that are populated with information, re-

gardless of how much information is provided for each, is 

a strong predictor of relationship formation on the site 

(Lampe, Ellison, and Steinfield 2006) and therefore is a 

particularly telling cue in interpersonal processes. Second, 

status updates offer insight into profile owners’ everyday 

thoughts and emotional states and hence should be mean-

ingful signals of openness. Finally, photographs provide an 

in-depth view into profile owners’ lives, as they often illus-

trate their activities and interests, and also depict their 

friends and family. Hence:  

H3: The number of photographs, status updates, and 

“about me” categories contained in the Facebook profile 

are positively associated with perceived trustworthiness.  

One issue to consider is whether friend- or self-

generated cues are more influential in shaping perceptions 

of the profile owners’ trustworthiness. As mentioned earli-

er, Facebook self-presenters have a motive to create desir-

able images, which is why their own claims may be met 

with skepticism from observers. Instead, observers may re-

ly more on friends’ statements, as these are less likely to be 

manipulated by the self-presenter and are therefore more 

credible.  This is the key idea of warranting theory (Wal-

ther and Parks 2002; Walther et al. 2009), which argues 

that communicators are concerned with the accuracy of 

online claims, because of the ease with which deception 

can be implemented online. Therefore, as they form im-

pressions, they place great emphasis on information con-

tributed by others, as such information is less likely to be 

censored and manipulated by the self-presenter.  

Support for this theory has emerged in several online 

environments. On Facebook, friends’ comments were giv-

en greater credence than self-generated comments when 

the two were in contradiction (Walther et al. 2009). When 

considering a range of online media, such as email, IM, 

and Facebook, the more acquaintance warrants the medium 

possessed (i.e., information contributed by one’s social 

network), the more honest the messages exchanged in that 

medium were (Warkentin et al. 2009). Hence, we predict 

that friend-generated cues are more potent in shaping 

trustworthiness evaluations than self-generated cues: 

H4: Friend-generated cues explain more variance in 

trustworthiness perceptions than self-generated cues. 

Hardwired Facial Cues 

One final cue to consider is profile owners’ physical ap-

pearance as depicted in the main profile photograph. When 

it comes to trustworthiness, one aspect of physical appear-

ance is particularly evocative: smiling. Indeed, research 

shows that humans may be evolutionarily hardwired to re-

spond positively to smiling, a cue that signals warmth and 

approachability (Mehu, Little, and Dunbar 2008). Smiling 

has been shown to generate positive interpersonal impres-

sions, such as enhanced attractiveness, cooperativeness, 

and trustworthiness (Scharlemann et al. 2001). Interesting-

ly, the hardwired associations between smiling and positive 

interpersonal impressions occur automatically, without 

much conscious thought. That is, individuals often do not 

realize how much they are influenced by a smile.  

In light of this evidence, we propose that including a 

smiling main profile photograph should elicit greater per-

ceptions of trustworthiness in Facebook profiles:  

H5: Facebook profiles that depict the self-presenter as 

smiling in the main profile photograph will be judged as 

more trustworthy than those that depict the self-presenter 

as not smiling. 

Method 

Two categories of participants were included in this study: 

profile owners who provided access to their Facebook pro-

files, and judges who rated the trustworthiness of these 

profiles. 

 Profile owners were 199 undergraduates at the Universi-

ty of Wisconsin-Madison (77.4% women; age M = 20.36, 

SD = 1.92; 78.1% White, 10.7% Asian, 5.6% Hispanic, 

2.3% Black), who provided access to their profiles by 

friending the research team. We then captured each profile 

using Jing, an Internet browser plugin that creates a video 

of the information displayed on the computer screen. Since 

Facebook profiles contain multiple portions (e.g., “about 

me” section, wall, photographs) connected through hyper-

links, we navigated through each of these portions while 

the plugin captured a video of them. As a result, Jing al-

lowed us to record the multiple elements of a Facebook 

profile into one easily accessible document. 

 Judges (N = 290; 74.1% women; age M = 20.20, SD = 

1.16; 77.9% White; 13.8% Asian, 4.1% Hispanic, 1.0% 

Black) were undergraduate students at the same institution, 

who were unacquainted with the profile owners. Judges 

were asked to rate their impressions of the trustworthiness 

of the Facebook profile owners, based on the videos we 

had previously recorded. Each judge was assigned ten Fa-

cebook profiles through randomization software. The judg-

es were instructed to carefully examine each profile and 

then rate the perceived trustworthiness of the profile own-

er. Judges were allowed to take as much time as necessary 

to complete the task, and to pause and rewind the videos as 

they deemed fit, in order to absorb all the information they 

considered necessary for their trustworthiness ratings. Each 

profile was rated, on average, 14.50 times. 

 Both profile owners and judges were compensated with 

extra-credit in their classes. 
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Dependent Variable 

For each profile, judges were asked to consider “your im-

pression of this person based on her/his Facebook profile” 

along two dimensions: “honest – dishonest” and “trustwor-

thy – untrustworthy.” Both dimensions were measured 

through semantic differentials on a scale from 1 to 7. Judg-

es’ ratings on these two dimensions were averaged to cre-

ate a score for each profile. Further, the two dimensions 

demonstrated high reliability (� = 0.91) and were collapsed 

into one trustworthiness index. The trustworthiness index 

was normally distributed. 

Independent Variables 

Following the hypotheses, we extracted self-generated and 

friend-generated cues from the profile. It is worth noting 

that the Facebook wall archives all information posted 

since the user joined the system. At the time of data collec-

tion, Facebook presented the most recent such information 

on the first page of the wall, with users prompted to open 

additional pages by clicking on “older posts” if they were 

interested in going back in time. This study focused solely 

on the most recent information presented before the “older 

posts” prompt.  

 Self-generated cues. First, we captured the total number 

of categories in the “about me” section (e.g., “activities,” 

“interests,” “books) that were populated with information. 

 Next, we recorded the total number of photographs of 

the profile owner posted on the profile. While these photo-

graphs can be tagged both by the profile owner and his/her 

friends, profile owners can and do un-tag themselves regu-

larly if they deem the photos undesirable. Due to the high 

degree of control exercised by profile owners over their 

photos, we consider them to be a self-generated cue. 

 Finally, we recorded the total number of status updates 

posted by the profile owner on the most recent wall page. 

 Friend-generated cues. The total number of friends ac-

crued by each profile owner was recorded. Acquiring Fa-

cebook friends is a transaction between the profile owner 

and the friends in question. However, a Facebook friend 

can only be added if that person either initiates the friend 

request or accepts the request sent by the profile owner. 

Since friends have a decisive amount of control over 

whether or not they are added, we consider total number of 

friends as a friend-generated cue (see also Tong et al. 

2008).

 Additionally, the total number of “comments,” or mes-

sages posted by friends in response to the profile owner’s 

status updates, was extracted. 

 Finally, the total number of “likes” posted by friends on 

profile owners’ status updates was recorded.  

 Facial cue. We used a dichotomous measure to record 

whether the profile owner was smiling in her/his main pro-

file photograph. 

 All the independent variables, with the exception of 

number of likes and number of comments, were normally 

distributed. Means and standard errors for all the variables 

included in the study are displayed in Table 1. 

 

Variable M SE 

Trustworthiness index 4.78 0.04 

Number of photos 956.13 56.20 

Number of “about me” categories 13.91 0.35 

Number of status updates 3.24 0.23 

Number of friends 688.55 24.68 

Number of comments 13.53 0.89 

Number of “likes” 11.08 0.94 

 

Table 1. Means and standard errors for the study’s variables.  

Results 

To test which Facebook cues were related to perceived 

trustworthiness (H1, H2,  H3, H5), a hierarchical OLS re-

gression model was constructed, with judges’ trustworthi-

ness index as the dependent measure, profile owners’ gen-

der as a covariate, and self-generated cues, friend-

generated cues, and facial cue as independent variables 

added in separate blocks. All regression assumptions were 

met (i.e., residuals were normally distributed, were not au-

tocorrelated, and did not display heteroskedasticity). Since 

quadratic effects produce issues of multicollinearity, the 

number of friends variable was mean-centered. After 

mean-centering, multicollinearity no longer occurred in the 

data, with the variance inflation factors for all independent 

variables ranging from 1.07 to 1.72.  

 The model demonstrated a good fit, F (9, 125) = 7.77, p 

< .001, and explained a substantial portion of the variance 

in the dependent measure (R = .60, R2 = .36, R2
adj = .31). 

All the predictors reached significance, with the exception 

of the number of status updates. The numbers of “likes” 

and comments reached significance after performing a one-

tailed test, which is appropriate when testing directional 

hypotheses (Cohen et al. 2003). However, contrary to pre-

dictions, the number of photographs had a negative effect 

on perceived trustworthiness, with more photographs de-

creasing trustworthiness. Similarly, the number of friends 

had a curvilinear U-shaped effect (rather than the inverted 

U-shaped effect predicted), as indicated by the combina-

tion of a negative linear effect and a positive quadratic ef-

fect (Cohen et al. 2003). That is, perceived trustworthiness 

first decreased as the number of friends increased, and then 

increased as the number of friends increased. The upper 
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panel of Table 2 reports the standardized coefficients for 

all predictor variables included in the model. 

 In sum, H1 (friend-generated cues) was supported, H2 

(curvilinear U-shaped effect of friends) was not supported, 

H3 (self-generated cues) was partially supported, and H5 

(facial cue) was supported.  

 

Facebook cues Std. � p 

Original Model   

Number of “about me” categories .16 .03 

Number of photos -.21 .03 

Number of status updates .01 .94 

Smiling .28 <.001 

Number of friends -.34 <.001 

Number of friends squared .18 .03 

Number of comments .17 .04* 

Number of “likes” .13 .05* 

Revised Models   

Number of “about me” categories .15 .03 

Number of photos -.19 .03 

Smiling .29 <.001 

Number of friends -.35 <.001 

Number of friends squared .18 .02 

Number of comments .15 .04* 

Number of “likes” .13 .05* 

*Indicates a one-tailed test 

 

Table 2. Standardized regression coefficients for the Facebook 

predictors of perceived trustworthiness. 

 

 In order to obtain a more accurate estimation of the 

model’s coefficients and fit, the model was revised by re-

moving the non-significant predictors. The revised model 

showed an improved fit to the data, F (8, 136) = 9.34, p < 

.001, and explained about a third of the variance in the de-

pendent measure (R = .60, R2 = .36, R2
adj = .32). All the 

predictors reached statistical significance, as did the gender 

covariate, with women being rated as more trustworthy 

than men. As before, the total number of friends and the to-

tal number of photos had the opposite relationship to per-

ceived trustworthiness than predicted (see lower panel of 

Table 2). The quadratic, U-shaped effect of number of 

friends had its inflection point at about 500 friends. That is, 

perceived trustworthiness decreased as the number of 

friends increased up to 500, and then increased as the 

number of friends increased beyond 500.  

 Friend-generated cues explained 16% of the variance in 

perceived trustworthiness, followed by 9% explained by 

the smiling facial cue, 5% explained by self-generated 

cues, and 2% explained by the gender covariate. Since 

friend-generated cues explained more variance than self-

generated cues, H4 was supported.  

Discussion 

Facebook profiles contain vast and variegated data about a 

person, supplied by both the self-presenter herself and her 

social network. Indeed, Facebook is one of the few venues 

where profile owners’ social connectedness with their 

friends and family is rendered visible to a large audience. 

This information is recorded into one location and there-

fore easy to absorb in a quick amount of time. Due to 

granting this unprecedented level of access into a person’s 

life, Facebook profiles raise new questions about how peo-

ple process information in order to make sense of others. 

Out of this vast deposit of personal information, what cues 

do observers pick up on when assessing profile owners’ 

characteristics, and why?  

 Research has shown that people utilize different cues for 

different interpersonal judgments (e.g., sociability, attrac-

tiveness). The present study is the first to investigate the 

cues utilized for forming impressions of trustworthiness 

based on the unique type of information available in Face-

book profiles. Drawing upon uncertainty reduction theory, 

warranting theory, and evolutionary approaches to facial 

displays, we presented a framework that identified a series 

of profile cues that signal trustworthiness to observers. 

Consistent with predictions, results show that six simple 

cues explained about a third of the variance in how trust-

worthy profile owners were perceived. These results have 

theoretical, practical, and design implications, as described 

below.  

Theoretical Implications 

Whereas other studies have manipulated aspects of the Fa-

cebook profile, such as the number of friends (Tong et al. 

2008; Utz 2010) or friends’ attractiveness (Walther et al. 

2008) to see how they influence social perception, we in-

vestigated here the profile cues that observers spontaneous-

ly attend to when examining real Facebook profiles. The 

fact that profile cues contributed such a large proportion of 

the variance in trustworthiness perceptions suggests that 

people are quick to draw dispositional inferences about 

others (i.e., what others are like), even from little and non-

interactive information. Indeed, the observers in our study 

assumed that even without knowing anything else about a 

person, they could gauge her trustworthiness from profile 

activity. This finding is consistent with prior research on 

impression formation, which shows that strangers assume 
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they can gauge an individual’s personality from the physi-

cal spaces that individual inhabits, such as bedrooms or of-

fices, even without meeting them (Gosling 2009). 

 While quick to impute substantial meaning to small cues 

on Facebook, observers were not necessarily naïve in their 

interpretations. Specifically, they assigned more meaning 

to cues generated by friends, who have less motive to dis-

semble, than to cues generated by profile owners them-

selves. This finding provides support to warranting theory 

(Walther and Parks 2002), which claims that online com-

municators are cognizant of the source of information and 

use it as a signal of communicators’ intentions and motiva-

tions. Two other studies have found that observers give 

more credence to friend-generated than self-generated in-

formation on Facebook when forming impressions of at-

tractiveness and popularity. In these studies, profile cues 

were manipulated by the experimenters using mock pro-

files (Walther et al. 2009; Utz 2010). The current study ex-

tends these findings in two ways. First, it supports warrant-

ing theory in the context of a new interpersonal impression 

– trustworthiness. Second, it uses real, rather than mock, 

Facebook profiles, and therefore demonstrates the validity 

of warranting theory in a more naturalistic setting. 

     When it comes to friend-generated cues, we predicted 

that observers will strategically look for indicators of social 

inclusion, endorsement, and approval. As predicted, we 

found that the more comments and “likes” friends contrib-

uted to the profile, the more trustworthy the profile owner 

was perceived. Similarly to online reviews on commercial 

websites, others’ feedback is valued and attended to in Fa-

cebook profiles as well.  

 However, the total number of friends had an unexpected 

relationship to trustworthiness. Based on prior research on 

“friendship whoring” (Tong et al. 2008), we predicted that 

having a large number of friends would garner positive 

evaluations only up to a point, after which it will be inter-

preted negatively, as a signal of superficial relationships 

and a desire to show-off. Our results ran contrary to these 

predictions. The number of friends had a U-shaped rela-

tionship with trustworthiness, whereby high trustworthi-

ness was indicated by having either few friends or many 

friends, and the lowest trustworthiness was indicated by 

having around an average number of friends. This pattern 

indicates that the number of friends may have a different 

effect on perceptions of trustworthiness than it does on 

perceptions of the other personal characteristics examined 

by prior research (e.g., extraversion, popularity). A possi-

ble explanation for the fact that large numbers of friends 

were associated with more trustworthiness is that perceived 

trustworthiness is in fact more sensitive to social integra-

tion than other traits. Thus, Facebook users who manage to 

accrue large numbers of friends may be viewed as particu-

larly capable to reach out to people and strike relationships, 

and this could be interpreted as a signal of trustworthiness. 

This explanation is consistent with warranting theory, in 

that those who connect with many different people face a 

greater likelihood of being caught lying by one of these 

many friends, and therefore are more likely to present 

themselves honestly. At the other end of the spectrum, 

those with very few friends (who were also rated as highly 

trustworthy), may be viewed as people who only friend 

close offline connections (i.e., close friends and family) 

and do not friend superficial acquaintances just so they can 

bulk up their number of friends. This could be perceived as 

signaling a genuine approach to relationships, which in 

turn indicates trustworthiness.  

 When it comes to self-generated cues, the findings 

strongly support uncertainty reduction theory. As predicted 

by URT, more information categories disclosed by Face-

book self-presenters generated more trustworthiness, pre-

sumably because they signal openness and enable uncer-

tainty reduction. This is consistent with findings that 

lengthier online dating profiles were rated as more trust-

worthy (Toma and Hancock 2012), and that more infor-

mation categories disclosed on Facebook predicted the 

number of friends in the system (Lampe, Ellison and Stein-

field 2006). Together, these studies underscore the im-

portance of the amount of online self-disclosure in affilia-

tive processes: The more information about oneself is pro-

vided in contexts where uncertainty is high, the better. 

Since it is common for individuals to investigate strangers 

online, be it on Facebook, online dating websites, 

LinkedIn, or Google, these strangers may be well-advised 

to include an array of self-descriptors if their goal is to earn 

trust.  

 Contrary to expectations, more information was only 

better when it was textual (i.e., “about me” section), but 

not photographic. More photographs reduced perceived 

trustworthiness, indicating that text and photographs may 

operate differently as uncertainty reduction strategies. In-

deed, one other study found that, while textual descriptions 

from online dating sites increased daters’ perceived trust-

worthiness, the addition of a photograph to these descrip-

tions hindered trust (Toma 2010). A preliminary conclu-

sion, then, is that uncertainty reduction boosts affiliation 

when it is the result of explicit, textual descriptions of self, 

rather than of photographs. Written disclosures may be 

perceived as more meaningful, as they represent a direct 

gateway into self-presenters’ thoughts, perspective, and 

personal philosophy. Another possibility is that adding a 

high number of photographs may be perceived as an indi-

cator of narcissism. Indeed, several studies have found a 

positive relationship between the total number of photo-

graphs posted in a Facebook profiles and users’ actual nar-

cissism (Ong et al. 2011; Ryan and Xenos 2011). It is pos-

sible that observers are sensitive to this relationship, and 

correctly assume that Facebook users who post more pho-
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tographs are more narcissistic. In turn, narcissists may be 

perceived as less trustworthy.  

 Also noteworthy is that the number of status updates 

posted did not affect trustworthiness. We believe this is the 

case because of a ceiling effect. Since observers only 

viewed the most recent wall page, it is likely that all wall 

pages contained high numbers of status updates. It is also 

possible that observers did not attend as closely to status 

updates as they did to clearly displayed numeric indicators 

(e.g., number of photos, number of friends, number of 

“likes). The latter are easier to process, whereas the former 

require more attentional resources, which observers may 

not invest.  

 A final useful social cue in Facebook profiles is smiling. 

Smiling had a powerful effect in enhancing perceived 

trustworthiness, single-handedly explaining 9% of the var-

iance. This suggests that observers rely on simple heuris-

tics that may be unconsciously processed. Smiling has 

been argued to be an evolutionary cue that signals ap-

proachability and cooperativeness, and to which humans 

are automatically respond positively (Scharlemann et al. 

2001). In the same vein, research on another social net-

work, Twitter, also shows that observers are prone to uti-

lizing simple heuristics, such as username and types of 

photographs, when assessing the credibility of tweets 

(Morris et al. 2012). 

 In sum, our framework for identifying cues to perceived 

trustworthiness in Facebook profile, inspired by several 

communication and psychology theories, shows that ob-

servers actively utilize Facebook profile information to in-

fer strangers’ trustworthiness. Specifically, they attend to 

the source, amount, and hardwired connotations of several 

profile cues. They do so in a seemingly deliberate and 

thoughtful fashion, such as when they prioritize friend-

generated over self-generated cues, but also in a more au-

tomatic, heuristic fashion, such as when they respond posi-

tively to a smiling face.   

Design and Practical Implications 

Social interaction in online environments depends on us-

ers’ ability to make sense of one another, a task that is ren-

dered more complex by the absence of traditional impres-

sion formation cues (e.g., nonverbal behavior). A challenge 

for designers, then, is to construct online environments that 

enable users to develop a sense of one another. The present 

study uncovers a series of cues that are used to make infer-

ences about communicators’ trustworthiness in social net-

work sites. These cues can be emphasized in future appli-

cations designed for strangers to meet and interact with one 

another. For instance, warranting cues such as preserving a 

record of interactions with others onto the profile may be a 

valuable tool for stimulating trust. In the same vein, earlier 

work by Smith and Kollock (1999) shows that persistent 

identity claims and logs of previous interactions between 

online communicators stimulated trust and cooperation. 

Given the importance of uncertainty reduction in eliciting 

trustworthiness, designers might consider increasing the 

number of mandatory “about me” categories that must be 

filled out. A final design recommendation might be to re-

move the displays of total number of photographs and total 

number of friends from the main profile page, because 

these numbers are apt to hamper perceived trustworthiness 

if they are too high (for photos) or average (for friends).  

 In particular, designing online environments where part-

ners trust each other is a critical task for computer-

supported cooperative work. Research has noted that 

online trust is difficult to build and easy to destroy (Bos et 

al. 2002). As a remedy, it has been suggested that having 

participants get to know each other before interacting 

online may boost trust. However, having access to personal 

profiles of each other prior to interacting did not enhance 

trust (Zheng et al. 2002). The present research suggests 

that not all profiles are created equal when it comes to elic-

iting trust. The following practical recommendations can 

be made for constructing profiles that appear more trust-

worthy: 1) post a smiling profile photograph; 2) have either 

few friends or large number of friends; 3) disclose a great 

deal of information in the “about me” section; 4) restrict 

the number of photos tagged in the profile; and 5) foster, if 

at all possible, social interaction with friends on the wall. 

 As discussed earlier, Facebook profiles are used in sev-

eral contexts where trustworthiness is important: initiating 

new friendships, identifying roommates, and evaluating job 

applicants. The practical recommendations made earlier 

can also be implemented by those who wish to come across 

as trustworthy in these contexts, in order to increase their 

chances of developing personal and professional relation-

ships.  

 Another set of design implications concerns the detec-

tion of untrustworthy users. A critical issue emerging in 

social media is the detection of spammers – that is, mali-

cious users who exploit the system for selfish gain, by 

posting inaccurate information, surreptitiously promoting 

companies and services, or spreading malware (Lee, Cav-

erlee, and Webb 2010). In order to detect spammers, users 

are frequently asked to flag inappropriate content and post-

ers (i.e., crowdsourcing) (Markines, Cattuto, and Menczer 

2009). Crowdsourcing is a scalable approach and has 

demonstrated effectiveness (Wang et al. 2013). However, it 

is less understood what features of social media profiles 

and postings users find untrustworthy. The present study 

sheds light on this issue and can therefore help in building 

algorithms that automatically detect spammers based on 

the components of social media profiles that users find 

suspicious. 
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Limitations & Future Research 

Several important limitations need mentioning. First, it is 

unclear to what extent Facebook users do in fact evaluate 

strangers’ trustworthiness based on Facebook profiles, 

without being instructed to do so by a researcher (as was 

the case in the present study). Future research is necessary 

to investigate Facebook users’ spontaneous interest in as-

sessing others’ trustworthiness. Also, future research 

should replicate the current design in online dating or 

LinkedIn, environments where users may have an especial-

ly high interest in assessing others’ trustworthiness.    

 Second, the present research does not claim to present an 

exhaustive list of all the profile cues that are used for as-

sessing trustworthiness. It is likely that other cues are im-

portant as well, such as the content of Facebook self-

presentations (i.e., how are users depicted in their photos, 

in addition to smiling? What are their activities and inter-

ests?), or the content of friends’ wall postings. In particu-

lar, social network information, such as mutual friends, or-

ganizations, clubs, and groups, is likely to play a signifi-

cant role in trustworthiness judgments. Future research is 

invited to investigate these additional cues.  

 Third, this study took a correlational approach that pre-

cludes causations about causality. While it is possible that 

profile cues caused observers to form certain impressions 

of trustworthiness (because observers simply had no other 

information at their disposal), future research needs to in-

vestigate this claim in an experimental design, where the 

presence of profile cues is manipulated. 

 Finally, future research is necessary to examine the cues 

to profile owners’ actual trustworthiness, not just their per-

ceived trustworthiness. Are the cues that observers rely on 

to establish profile owners’ trustworthiness valid indicators 

of trustworthiness? 

Conclusion 

Forming impressions of strangers in online environments is 

a consequential social task. The present study shows that, 

when judging others’ trustworthiness through Facebook 

profiles, observers rely on simple but psychologically 

meaningful cues, that stem from deep-seated needs to re-

duce uncertainty, corroborate evidence, and evaluate ap-

proachability from hardwired facial displays.    

Acknowledgments 

The author is grateful to the Hamel Family Foundation for 

financial support; to Peter Sengstock for technical support; 

to Jonathan D’Angelo for editorial assistance; and to Cas-

sandra Carlson, Kelsey Douglass-White, Leora Goldblatt, 

Gavin Jacobs, and Emily Sperka for their help with data 

collection.  

References  

Berger, C. R., and Calabrese, R. J. 1975. Some Exploration in Ini

tial Interaction and Beyond: Toward a Developmental Theory of 

Communication. Human Communication Research 1:99 112. 

Bernstein, M.; Bakshy, E.; Burke, M.; and Karrer, B. 2013. Quan

tifying the Invisible Audience in Social Networks. In Proceedings 

of the Human Factors in Computing Systems Conference (CHI), 

21 30. Paris, France: ACM Press. 

Bos, N.; Olson, J. S.; Gergle, D.; Olson, G. M.; and Wright, Z. 

2002. Effects of Four Computer Mediated Communications 

Channels on Trust Development. In Proceedings of the Human 

Factors in Computing Systems Conference (CHI), 135 140. New 

York: ACM Press. 

Buffardi, L. E., and Campbell, W. K. 2008. Narcissism and Social 

Networking Web Sites. Personality and Social Psychology Bulle

tin 34:1303 1314.  

Cohen, J.; Cohen, P.; West, S. G.; and Aiken, L. S. 2003. Applied 

Multiple Regression/Correlation Analysis for the Behavioral Sci

ences (3rd ed). Mahwah, NJ: Lawrence Erlbaum Associates.  

Ellison, N. B., and boyd, D. M. 2013. Sociality through Social 

Network Sites. In Dutton, W. ed, The Oxford Handbook of Inter

net Studies. Oxford, UK: Oxford University Press 

Ellison, N. B.; Steinfield, C.; and Lampe, C. 2007. The Benefits 

of Facebook "Friends": Social Capital and College Students' Use 

of Online Social Network Sites. Journal of Computer Mediated 

Communication 12:1143 1168. 

Farrell, E. F. 2006. Judging Roommates by their Facebook Cover. 

Chronicle of Higher Education 53(2): A63. 

Flanagin, A. J. 2007. Commercial Markets as Communication 

Markets: Uncertainty Reduction through Mediated Information 

Exchange in Online Auctions. New Media and Society 9:401 423. 

Gosling, S. 2009. Snoop: What Your Stuff Says about You. Phila

delphia, PA: Basic Books. 

Gosling, S. D.; Augustine, A. A.; Vazire, S.; Holtzman, N.; and 

Gaddis, S. 2011. Manifestations of Personality in Online Social 

Networks: Self Reported Facebook Related Behaviors and Ob

servable Profile Information. Cyberpsychology Behavior and So

cial Networking 14:483 488. 

Gosling, S. D.; Gaddis, S.; and Vazire, S. 2007. Personality Im

pressions Based on Facebook Profiles. In Proceedings of the In

ternational Conference on Weblogs and Social Media. Boulder, 

Colorado: AAAI Press. 

Hall, J. A.; Pennington, N.; and Lueders, A. 2013. Self

monitoring, Honesty, and Cue Use on Facebook: The Relation

ship with User Extraversion and Conscientiousness. Computers in 

Human Behavior 29:1556 1564. 

Joinson, A. N. 2008. Looking at, Looking up, or Keeping up with 

People? Motives and Use of Facebook. In Proceedings of the 

Human Factors in Computing Systems Conference (CHI), 1027

1036. New York, NY: ACM Press. 

Lampe, C.; Ellison, N.; and Steinfield, C. 2006. A Face (book) in 

the Crowd: Social Searching vs. Social Browsing. In Proceedings 

of the 20th Conference on Computer Supported Cooperative 

Work (CSCW), 167 170. New York, NY: ACM Press. 

Lampe, C.; Ellison, N.; and Steinfield, C. 2007. Profile Elements 

as Signals in an Online Social Network. In Proceedings of the 

503



Human Factors in Computing Systems Conference (CHI), 435

444. San Jose, CA: ACM Press. 

Larrimore, L.; Jiang, L.; Larrimore, J.; Markowitz, D.; and Gor

ski, S. 2011. Peer to Peer Lending: The Relationship between 

Language Features, Trustworthiness, and Persuasion Suc

cess. Journal of Applied Communication Research 39:19 37. 

Lee, K.; Caverlee, J.; and Webb, S. 2010. Uncovering Social 

Spammers: Social Honeypots+ Machine Learning. In Proceedings 

of the 33rd International SIGIR Conference on Research and de

velopment in Information Retrieval, 435 442. New York, NY: 

ACM Press. 

Lewin, T. 2006. Roommates, the Online Version. New York 

Times B9. 

Litt, E. 2012. Knock, Knock. Who's There? The Imagined Audi

ence. Journal of Broadcasting and Electronic Media 56:330 345. 

Liu, Y.; Gummadi, K. P.; Krishnamurthy, B.; and Mislove, A. 

2011. Analyzing Facebook Privacy Settings: User Expectations 

vs. Reality. In Proceedings of the Internet Measurement Confer

ence, 61 70. New York, NY: ACM Press. 

Manago, A. M.; Taylor, T.; and Greenfield, P. M. 2012. Me and 

My 400 Friends: The Anatomy of College Students' Facebook 

Networks, Their Communication Patterns, and Well

Being. Developmental Psychology 48:369 380. 

Markines, B.; Cattuto, C.; and Menczer, F. 2009. Social Spam 

Detection. In Proceedings of the 5th International Workshop on 

Adversarial Information Retrieval on the Web, 41 48. New York, 

NY: ACM Press. 

Mehdizadeh, S. 2010. Self Presentation 2.0: Narcissism and Self

Esteem on Facebook. Cyberpsychology Behavior and Social Net

working 13:357 364. 

Mehu, M.; Little, A. C.; and Dunbar, R. 2008. Sex Differences in 

the Effect of Smiling on Social Judgments: An Evolutionary Ap

proach. Journal of Social, Evolutionary, and Cultural Psychology 

2:103 121. 

Morris, M. R.; Counts, S.; Roseway, A.; Hoff, A.; and Schwarz, 

J. 2012. Tweeting is Believing?: Understanding Microblog Cred

ibility Perceptions. In Proceedings of Computer Supported Coop

erative Work (CSCW), 441 450. Seattle, WA: Association for 

Computing Machinery. 

Ong, E. Y. L.; Ang, R. P.; Ho, J. C. M.; Lim, J. C. Y.; Goh, D. 

H.; Lee, C. S.; and Chua, A. Y. K. 2011. Narcissism, Extraver

sion and Adolescents' Self presentation on Facebook. Personality 

and Individual Differences 50:180 185. 

Parkhurst, J. T., and Hopmeyer, A. 1998. Sociometric Popularity 

and Peer perceived Popularity: Two Distinct Dimensions of Peer 

Status. Journal of Early Adolescence 18:125 144. 

Rotter, J. B. 1980. Interpersonal Trust, Trustworthiness, and Gul

libility. American Psychologist 35:1 7. 

Ryan, T., and Xenos, S. 2011. Who Uses Facebook? An Investi

gation into the Relationship between the Big Five, Shyness, Nar

cissism, Loneliness, and Facebook Usage. Computers in Human 

Behavior 27:1658 1664. 

Scharlemann, J.P.W.; Eckel, C.C.; Kacelnick, A.; and Wilson, 

R.K. 2001. The Value of a Smile: Game theory with a Human 

Face. Journal of Economic Psychology 22:617 640. 

Smith, M, and Kollock, P. 1999. Communities in Cyberspace. 

New York, NY: Routledge. 

Smith, W. P., and Kidder, D. L. 2010. You've Been Tagged! 

(Then again, maybe not): Employers and Facebook. Business Ho

rizons 53:491 499. 

Toma, C. L. 2010. Perceptions of Trustworthiness Online: The 

role of Visual and Textual Information. In Proceedings of Com

puter Supported Cooperative Work (CSCW), 13 22. New York: 

ACM Press. 

Toma, C. L. 2013. Feeling Better but Doing Worse: Effects of 

Facebook Self presentation on Implicit Self esteem and Cognitive 

Task Performance. Media Psychology 16:199 220. 

Toma, C. L., and Hancock, J. T. 2012. What Lies Beneath: The 

Linguistic Traces of Deception in Online Dating Profiles. Journal

of Communication 62:78 97.  

Toma, C. L., and Hancock, J. T. 2013. Self Affirmation Underlies 

Facebook Use. Personality and Social Psychology Bulletin 

39:321 331.  

Tong, S. T.; Van Der Heide, B.; Langwell, L.; and Walther, J. B. 

2008. Too Much of a Good Thing? The Relationship between 

Number of Friends and Interpersonal Impressions on Face

book. Journal of Computer Mediated Communication 13:531

549. 

Utz, S. 2010. Show me your Friends and I will Tell You what 

Type of Person You Are: How One's Profile, Number of Friends, 

and Type of Friends influence Impression Formation on Social 

Network Sites. Journal of Computer Mediated Communication 

15:314 335.  

Walther, J. B., and Parks, M. R. 2002. Cues Filtered out, Cues 

Filtered in: Computer mediated Communication and Relation

ships. In Knapp, M. L. and Daly, J. A. eds., Handbook of Inter

personal Communication (3rd ed), 529 563. Thousand Oaks, CA: 

Sage.  

Walther, J. B.; Van Der Heide, B.; Hamel, L. M.; and Shulman, 

H. C. 2009. Self Generated versus Other Generated Statements 

and Impressions in Computer Mediated Communication A Test 

of Warranting Theory Using Facebook. Communication Research 

36:229 253. 

Walther, J. B.; Van der Heide, B.; Kim, S. Y.; Westerman, D.; 

and Tong, S. T. 2008. The Role of Friends' Appearance and Be

havior on Evaluations of Individuals on Facebook: Are We 

Known by the Company We Keep? Human Communication Re

search 34:28 60.  

Wang, G.; Mohanlal, M.; Wilson, C.; Wang, X.; Metzger, M.; 

Zheng, H.; and Zhao, B. Y. 2013. Social Turing Tests: 

Crowdsourcing Sybil Detection. In Proceedings of Symposium on 

Network and Distributed System Security (NDSS). 

Warkentin, D.; Woodworth, M.; Hancock, J.; and Cormier, N. 

2010. Warrants and Deception in Computer mediated Communi

cation. In Proceedings of Computer Supported Cooperative Work 

(CSCW), 9 12. New York, NY: ACM Press. 

Zheng, J.; Olson, J. S.; Bos, N.; Olson, G. M.; and Veinott, E. 

2002. Trust without Touch: Jumpstarting Long distance Trust 

with Initial Social Activities. In Proceedings of Human Factors in 

Computing Systems (CHI), 141 146. New York, NY: ACM 

Press. 

504


